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Identity management is an important technology for managing user objects, identity attributes, authentica-
tion factors and security entitlements. This is done by providing automated and self-service processes for
on-boarding, termination and every change that impacts a user between these events.

Identity management encompasses a wide range of technologies and processes and consequently there
may be ill defined or conflicting terminology relating to key concepts.

This document introduces key identity management terminology and offers clear, unambiguous definitions.
The intent is to help the reader focus on solving real problems, rather than waste energy on the language
of identity management.
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Introduction

Identity Management Terminology

Identity management is an important technology for managing user objects, identity attributes, authentica-
tion factors and security entitlements. This is done by providing automated and self-service processes for
on-boarding, termination and every change that impacts a user between these events.

Identity management encompasses a wide range of technologies and processes and consequently there
may be ill defined or conflicting terminology relating to key concepts.

This document introduces key identity management terminology and offers clear, unambiguous definitions.
The intent is to help the reader focus on solving real problems, rather than waste energy on the language

of identity management.

2 Participants in Identity Management

1

User

Support Analyst

Target System
Administrator

Security
Administrator

Application
Owner

Data Owner

Group Owner

Users are people whose access to systems and identity information must be
managed.

An IT support analyst is a user with special privileges, that allow him to assist
other users, for example by resetting their forgotten passwords.

A system administrator is a user with absolute control over a target system
(see 151 on Page 26). The system administrator may install any or all software
on the managed system, can create or delete other users on that system, etc.

A security administrator is a person responsible for maintaining a list of users,
their identity attributes, their passwords or other authentication factors and
their security privileges on one or more target systems (see 151 on Page 26).
The security administrator may not have the responsibility or ability to
reconfigure or otherwise manage the system itself — that is the job of a system
administrator (see 3 on Page 1).

An application’s owner is a person in a business organization who may have
authorized purchase of the application and is in any case responsible for the
use of that system. This is a business rather than technical role.

A data owner is a business role associated with responsibility for a given set of
data. Normally this comes with responsibility to decide what users (see 1 on
Page 1) in the organization may access the data in question and for the quality
of the data.

Access to data, to applications and to features within applications is often
controlled using security groups (see 74 on Page 10). Groups normally have
owners — people in an organization responsible for managing membership in
the group (see 76 on Page 11).
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8 Management In a business setting, users normally have managers, who in turn have their

Chain own managers. The sequence of managers, starting with a given user and
ending with the highest individual in an organization is that user’s
management chain. Management chains are relevant to identity management
as they are often used to authorize security changes.

9 Requester Changes to user profiles or entitlements are often initiated by a requester —
literally a person who makes a change request. In other cases they may be
initiated by an automated process, which may or may not have a “virtual” (i.e.,
non-human) ID.

10 Recipient Changes to user profiles or entitlements always have a recipient — that user
profile which will be created, modified or deleted.

11 Authorizer Changes to user profiles or entitlements may be subject to approval before
they are acted on. In cases where approval is required, one or more
authorizers are assigned that responsibility.

12 Delegated A given authorizer may not always be available. For example, authorizers may

Authorizer take holidays, be ill, be too busy to respond, etc. In these cases, an authorizer
may wish to delegate his authority to another user — temporarily or permanent.
The new authorizer is a delegated one.

13 Escalated A given authorizer may not always be available. In cases where an authorizer
Authorizer fails to respond to a request to approve or reject a requested change, and

where the authorizer has not named a delegated authorizer (see 12 on

Page 2), an automatic escalation process may select a replacement

authorizer after a period of time. This replacement is the escalated authorizer.

3 Business Processes

User profiles are created, changed and deleted in response to business processes. This section captures
the most important processes that drive identity management.

14 Onboarding This is the process where users join an organization. It may refer to hiring new
employees, bringing in contractors or signing up visitors to a web portal.

15 Access Support | Users may sometimes experience difficulty in relation to their security
privileges (see 72 on Page 10). They will then typically contact a support
analyst (see 2 on Page 1) for assistance, and that person will adjust their
access rights.

© 2011 Hitachi ID Systems, Inc. All rights reserved. 2
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Users may sometimes experience difficulty signing into a system or
application. They may have forgotten their password or triggered an intruder
lockout (see 43 on Page 6). In these cases, they may contact a support
analyst (see 2 on Page 1) for assistance, such as a password reset (see 141
on Page 23).

User identity information may change for time to time. For example, people
change their names after marriage or divorce, their phone number and
address changes periodically, etc. Where systems and applications track this
data, it must be changed whenever the real-world information changes. Such
changes are called identity changes.

Users’ needs to access sensitive resources may change for time to time. For
example, an employee may join a new project, finish an old one or change
roles. When this happens, new security entitlements are often needed and old
ones should be removed.

In many organizations, security entitlements have to be reviewed from time to
time. This is done because business processes relating to changing needs
(see 18 on Page 3) are often reliable with respect to granting new
entitlements, but less reliable with respect to deactivating old, unneeded
entitlements. A periodic audit can be used to find and remove such old,
unneeded entitlements.

All users eventually leave an organization. Likewise, customers may terminate
their relationship with vendors. Generically, these events are called
termination.

4 Business Processes

21

22

23

User Creation

Access
Deactivation

Application
Migration

When users join an organization, they are normally granted access to systems
and applications. This is called user creation.

When termination happens, user access rights relating to an organization’s
systems and applications must be removed. This removal is called access
deactivation.

Vendors release new versions of their software all the time. When this
happens, customers often choose to upgrade. Upgrades may require data
from the old system, including data about users, to be migrated to the new
system. An identity management system can be used to aid in this migration
process.
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Systems and applications where users have the ability to login and access
features and data generally assign a login account to each user. Login
accounts usually include a unique identifier for the user, some means of
authentication (see Section 6 on Page 5), security entitlements and other,
personally identifying information such as the user’'s name, location, etc.

The unique identifier that a user types to sign into a system or application is
that user’s login ID on that system.

Each piece of identifying information about a user can be thought of as an
attribute of that user. Users have identity attributes, each of which may be
stored on one or more target systems.

The set of login accounts (see 24 on Page 4), identity attributes (see 26 on
Page 4) and security entitlements (see 72 on Page 10) associated with a
single (human) user.

A profile ID is a globally unique identifier for a human user.

An alias is a local ID that a user has on a given system (see 151 on Page 26)
which is different from the user’s global ID (see 28 on Page 4).

A name space for unique identifiers is a system or domain within which no two
users may have the same ID. Every system (see 151 on Page 26) has its own
namespace. Another example is mail domains (i.e., the part of an SMTP
e-mail address following the @ sign), where the part of each user ID
preceding the @ sign must be unique within its domain.

A global ID is a unique identifier that spans two or more systems. A truly
global ID — one that is guaranteed to be unique among every system in the
world, is a user’s fully qualified SMTP e-mail address. Another truly global ID
might be a user’s country code followed by that country’s local equivalent of a
social security number, social insurance number or resident number. Global
IDs may be global only over a few systems, rather than every system on Earth.

A local ID is a user’s unique identifier within the context of a single system
(see 151 on Page 26). It may be the same as that user’s profile ID (see 28 on
Page 4), or it may be an alias (see 29 on Page 4).

© 2011 Hitachi ID Systems, Inc. All rights reserved. 4
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ID reconciliation is a process by which an organization maps local IDs (see 32
on Page 4) in different name spaces (see 30 on Page 4) to one-another, and
to the global profile IDs (see 28 on Page 4) of the users that own them. For
example, ID reconciliation may be required to map IDs such as “smithj” on a
mainframe system to IDs such as “john.w.smith” on an Active Directory
domain.

6 Authentication

34

35

36

37

38

Authentication

Authentication
Factor

Multi-Factor
Authentication

Strong
Authentication

Security
Equivalence

Authentication is a process by which a user proves his identity to a system —
normally when logging in.

An authentication factor is something a user presents to a system in order to
prove his identity. It may be something he (and hopefully only he) knows, or
proof of possession of a physical object, or a measurement of some physical
characteristic (biometric) of the living human user. In other words, something
the user knows, or something he has, or something he is.

Multi-factor authentication means authentication using multiple factors (see 35
on Page 5). For example, a user might sign into a system with a combination
of two things he knows, or a combination of something he knows and
something he has, or perhaps something he knows, something he has and
something he is.

The premise is that adding authentication factors makes it more difficult for a
would-be attacker to simulate a legitimate authentication and consequently
impersonate a legitimate user.

Strong authentication refers to an authentication process (see 34 on Page 5)
which is difficult to simulate. It may be based on use of multiple authentication
factors (see 36 on Page 5) or use of a single but hard-to-spoof authentication
factor (see 35 on Page 5).

Two authentication processes are considered to be equivalent if (a) they are
about equally difficult to defeat or (b) by defeating one of them, an intruder can
subsequently defeat the other.

An example of the latter is a PIN-based enroliment of challenge/response
data. In this scenario, users are e-mailed a PIN, which they use to
authenticate and complete a personal challenge/response profile. This profile
may later be used in the context of self-service password reset. In this
scenario, the PINs are equivalent to the challenge/response data, and that is
equivalent to user login passwords — so ultimately enroliment PINs are
security-equivalent to login passwords (a bad thing!).

© 2011 Hitachi ID Systems, Inc. All rights reserved. 5
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Credentials are the data used to both identify and authenticate a user. The
most common credentials are login IDs and passwords. Other credentials
refer to other types of authentication factors, including biometric samples of
the user, public key certificates, etc.

The most common authentication factor (see 35 on Page 5) is a password. It
is a strong of characters that is known to the user and to the system into which
the user signs in, but (hopefully) kept secret from other users and systems.

A PIN is a short, numeric password (see 40 on Page 6). PINs are commonly
used with bank debit cards and as a secondary authentication factor (see 36
on Page 5) accompanying technologies such as biometrics or hardware
tokens.

A pass phrase is a longer password, where users are encouraged to type
multiple words, rather than just one, in order to make it more difficult for a
would-be attacker to guess the password value..

6.2 Lockouts and Expiration

43 Intruder Lockout

44 Administrator
Lockout

An intruder lockout is a flag set on a login account (see 24 on Page 4) when
too many consecutive, failed login attempts have been made in too short a
time period. Intruder lockouts are intended to prevent attackers from carrying
out brute force password guessing attacks.

On some systems, intruder lockouts are cleared automatically, after a period
of time has elapsed. On others, administrative intervention is required to clear
a lockout.

Note that on some systems and applications, intruder lockouts and
administrator lockouts are entangled (they use the same flag). This is a poor
but common design.

An administrator lockout is a flag set by an administrator to disable logins on
an account (see 24 on Page 4).

Administrator lockouts normally precede permanent deletion of the account,
and provide an opportunity to retrieve data from the account before it is
removed.

Note that on some systems and applications, intruder lockouts and
administrator lockouts are entangled (they use the same flag). This is a poor
but common design.

© 2011 Hitachi ID Systems, Inc. All rights reserved. 6
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A disabled account is one where the administrator lockout flag has been set.

An account (see 24 on Page 4) is said to have an expired password if the user
will be forced to change passwords (see 140 on Page 23) after the next
successful login.

An account has a termination date if logins will not be possible after a given
time/date.

An password has an expiry date if the user will be forced to change it on the
first successful login after a given time/date.

Challenge/Response

Challenge/Respons@ften used as a backup for passwords, challenge/response authentication is

Authentication

where users are asked to answer a series of personal questions where no-one
else is likely to know the answer. While individual personal questions may be
poor forms of authentication, correct answers to a whole series of such
questions may be sufficiently robust to be used as an authentication factor.

Hardware and Software Tokens

One-Time
Password

Hardware Token

Software Token

A one-time password (OTP) is an algorithm used to produce a different
password every time a user needs to authenticate. OTP passwords may be
time-based (i.e., the password for any given minute/hour/date is different and
may be computed both by the user and the system into which the user wishes
to authenticate). OTP passwords may also be series based (the password
value depends on the number of times the user has signed on before), or may
be computed by the user in response to a challenge presented by the server.

A hardware token is a small device, typically either the size of a credit card or
suitable for attaching to a user’s key chain, which computes a one time
password (see 50 on Page 7). Users use a hardware token to prove
possession of a device (i.e., something they have) as an authentication factor
(see 35 on Page 5).

A software token is the same as a hardware token (see 51 on Page 7) except
that it is installed as a piece of software on a device that the user already has
— such as a cell phone, PDA or the user’s personal computer.

© 2011 Hitachi ID Systems, Inc. All rights reserved. 7
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Biometric authentication requires that some measurement of the user’s body,
metabolism or behaviour is compared to a similar measurement enrolled
earlier. A successful match is used as a successful authentication.

A fingerprint is a form of biometric authentication where the characteristic
being measured is the pattern of ridges on one or more of a user’s fingers.

Finger vein authentication is a measurement of the pattern of living veins
inside one or more of a user’s fingers.

A palm print is a form of biometric authentication where the characteristic
being measured is the pattern of ridges on the skin of a user’s whole hand.

Palm vein authentication is a measurement of the pattern of living veins inside
one or more of a user’s whole hands.

A voice print is a form of biometric authentication where the characteristic
being measured is the timbre, tone, speed, volume, etc. of the user’s voice,
typically speaking the same phrases at both enrollment and authentication
times.

An iris scan is an image of a user’s iris pattern in one or both eyes.

A retina scan is an image of the blood vessel pattern in one or both of a user’s
retinas.

The time interval between keystrokes when typing a particular phrase can be
used to differentiate between different people typing the same phrase.

PKI Certificates and Smart Cards

Asymmetric
Encryption

Public Key

Asymmetric encryption is encryption where matching pairs of keys are used.
What is encrypted with one key in a matched pair can only be decrypted by the
other key — it cannot be decrypted with the original key, or with any other key.

A public key is one of a two matched keys, which a user or system distributes
widely and publicly. This key is well known to as many users and systems as
possible as the user’s public key.

© 2011 Hitachi ID Systems, Inc. All rights reserved. 8
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A private key is one of a two matched keys, which a user or system keeps
secret and makes an effort to protect. No-one but the user who generated a
public/private key pair should have access to the user’s private key.

A certificate authority is an organization whose public key is very well known,
whose private key is very well protected, and whose business function is to
encrypt the public keys belonging to users and systems with its own private
key and to publish the resulting encrypted public keys ((see 66 on Page 9)).

A certificate is a public key that has been encrypted by a certificate authority
(CA). Since the CA’s public key is well known, anyone can decrypt the
certificate to find the original public key.

Since the CA’s business is to verify that a given public key was generated by
the user it purportedly comes from, public keys signed by the CA can be
trusted to really belong to their stated owner.

Certificates are useful for signature verification (a document is encrypted by
the user’s private key, and this is verified using the user’s certificate) and
authentication (a user is asked to encrypt something, and if the user’s
certificate can decrypt it, then the user must have possessed the matching
private key).

A smart card is a credit-card-sized device that houses an integrated circuit,
with some processing and storage capabilities. Smart cards are often used to
carry a user’s private encryption key and one or more certificates (the user’s
signed public key or other keys).

Smart cards are useful for authentication since they constitute an
authentication factor (something the user has) and they often require a second
factor (e.g., user typing in a password) to be activated, which is a second
factor (something the user knows).

6.7 Location-based Authentication

68 Network
Endpoint

69 Network Access
Control

A network endpoint is a device with which a user accessed network services.
Examples include corporate or home PCs, smart phones, PDAs, Internet and
Intranet kiosks, etc.

Network access control is a technology that validates the security settings,
location, ownership, anti-malware software installation or other characteristics
of a network endpoint before allowing that device to access network services.

© 2011 Hitachi ID Systems, Inc. All rights reserved. 9
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70 Dial-Back Dial back validates a user’s physical location using the telephone system. In
its original form, when users connected their PCs to the network with
telephone modems, a user would connect to a corporate network, identify
himself, hang-up and wait for a corporate server to call him back at home.

With more modern technology, a user may sign into a corporate network,
identify himself and wait for a single-use random PIN to be phoned or text
messaged to his home or cellular telephone. This PIN is subsequently used to
authenticate to a network service.

71 E-mail Based Applications may defer identification and authentication of a user to an e-mail
Authentication system, essentially eliminating any need to manage or support the
authentication process directly. This is typically as follows:

1. The user identifies himself to an application by typing his e-mail address.
2. An e-mail containing a randomized URL is sent to that address.

3. If the user can click on the e-mail, he has demonstrated that he has
access to the e-mail account, and is therefore authenticated.

This is a weak form of authentication, since it is impossible to say how secure
the user’s e-mail service is, but it is adequate for many applications.

7 Authorization

7.1 Access Control Lists

72 Security A security entitlement is a right granted to a user’s account (see 24 on Page 4)
Entitlements on a given system (see 151 on Page 26) to access some data or function.

73 Access Control An access control list connects a user or group of users to one or more
List security entitlements. For example, users in group “accounting” are granted
the entitlement “read-only” to the data “budget file.”

7.2 Security Groups

74 Security Group A security group is a named collection of users, which has been defined in
order to simplify the assignment of entitlements (see 72 on Page 10). The
idea is to assign multiple entitlements to the group, rather than assigning
entitlements, again and again, to every user that belongs to the group.

© 2011 Hitachi ID Systems, Inc. All rights reserved. 10
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Nested groups are groups (see 74 on Page 10) that contain, among their
members, other groups. This is a powerful construct but it can be complicated
for applications to support and may cause performance problems if not
implemented well. Active Directory is one system that effectively supports
nested groups.

A group membership is the assignment of a given user (see 24 on Page 4) to
a given security group (see 74 on Page 10).

On some systems, management of membership (see 76 on Page 11) in large
groups (see 74 on Page 10) does not scale. This may be due to technical
problems with the underlying implementation. For example, on Sun or IBM
LDAP directories, groups should not have more than a few thousand
members, or else performance will suffer.

In these cases, it may be preferable to create a “virtual” group, whose
membership is not explicitly defined. Instead, membership in a virtual group is
calculated at runtime, by evaluating a logical expression based on identity
attributes (see 26 on Page 4). For example, users may be said to belong to a
group “Dallas-Managers” if their location attribute is equal to “DFW” and their
position attribute is set to “Manager.”

In other words, virtual groups are named expressions that evaluate to boolean
true for users that are considered to be members of a group.

Segregation of Duties

Segregation of
Duties Policy

Static SoD
Policy

A segregation of duties (SoD) policy is a rule regarding user entitlements (see
72 on Page 10) intended to prevent fraud. It stipulates that one user may not
concurrently be assigned two or more key functions in a sensitive business
process.

A static segregation of duties (see 78 on Page 11) policy is one that prevents
one login account (see 24 on Page 4) or user profile (see 27 on Page 4) from
having two or more conflicting entitlements (see 72 on Page 10). These
entitlements may be thought of as a toxic combination. For example, the same
user may not both authorize an expense and print the cheque to pay for it.

© 2011 Hitachi ID Systems, Inc. All rights reserved. 11
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A dynamic segregation of duties (see 78 on Page 11) policy is one that
prevents one login account (see 24 on Page 4) or user profile (see 27 on
Page 4) from performing two or more conflicting actions relating to the same
business transaction. For example, while it may be appropriate for the same
user to have both the vendor-management and payment-management
entitlements, it is not acceptable for the same user to both create a vendor
and authorize a payment to that vendor.

7.5 Entitlement Management

81 Security
Entitlement

The Burton Group defines an entitiement as:

An entitlement is the object in a system’s security model that can
be granted or associated to a user account to enable that account
to perform (or in some cases prevent the performance of) some set
of actions in that system. It was commonly accepted that this
definition of entitlement referred to the highest-order grantable
object in a system’s security model, such as an Active Directory
group membership or SAP role and not lower-order objects such
as single-file permission setting.

Definition by lan Glazer, in Access Certification and Entitlement Management
v1, September 9, 2009.

http://www.burtongroup.com/Client/Research/Document.aspx?cid=1732 (login
required)

© 2011 Hitachi ID Systems, Inc. All rights reserved. 12
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Entitlement management refers to a set of technologies and processes used
to coherently manage security rights across an organization. The objectives
are to reduce the cost of administration, to improve service and to ensure that
users get exactly the security rights they need.

These objectives are attained by creating a set of robust, consistent processes
to grant and revoke entitlements across multiple systems and applications:

1. Create and regularly update a consolidated database of entitlements.

2. Define roles, so that entitlements can be assigned to users in sets that
are easier for business users to understand.

3. Enable self-service requests and approvals, so that decisions about
entitlements can be made by business users with contextual knowledge,
rather than by IT staff.

4. Synchronize entitlements between systems, where appropriate.

5. Periodically invite business stake-holders to review entitlements and
roles assigned to users and identify no-longer-appropriate ones for
further examination and removal.

Role-based Access Control

Simple Role

Enterprise Role

Role Change

Explicit Role
Assignment

A simple role is a collection of entitlements (see 72 on Page 10) defined within
the context of a single system (see 151 on Page 26). Roles are used to
simplify security administration on systems and applications, by encapsulating
popular sets of entitlements and assigning them as packages, rather than
individually, to users.

An enterprise role is a collection of entitlements (see 72 on Page 10) spanning
multiple systems or applications (see 151 on Page 26). Like simple roles,
enterprise roles are used to simplify security administration on systems and
applications, by encapsulating popular sets of entittements and assigning
them as packages, rather than individually, to users.

A role change is a business process where a user’s job function changes and
consequently the set of roles and entitlements that the user is assigned
should also change. Some old entitlements should be removed (immediately
or after a period of time), some old entitlements should be retained, and some
new entitlements should be added.

A role may be explicitly assigned to a user —i.e., some database will include a
record of the form “user X should have role Y

© 2011 Hitachi ID Systems, Inc. All rights reserved. 13
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A role may be implicitly assigned to a user — i.e., some database will include a
rule of the form “users matching requirements X should be automatically
assigned role Y

A role model is a set of role definitions and a set of implicit or explicit role
assignments.

Entitlement (or privilege) model is a synonym for role model (see 88 on
Page 14).

Roles and role assignment are unlikely to remain static for any length of time.
Because of this, they must be managed — the entitlements associated with a
role must be reviewed and updated and the users assigned the role, implicitly
or explicitly, must be reviewed and changed. The business processes used to
effect these reviews and changes are collectively referred to as role
management (sometimes enterprise role management).

Where enterprise roles (see 84 on Page 13) are used to manage entitlements,
they must first be defined and assigned to users. These definitions normally
take place in the context of an organization where users already have
entitlements — some of them required for their jobs, and others inappropriate
or stale. Role mining refers to an analysis of existing entitlements in an effort
to extract a workable role model.

Where entitlements on multiple systems are modeled with enterprise roles
(see 88 on Page 14), an enforcement process c